
Azure SSO Configuration Guide

This document guides an Azure administrator through the steps necessary to set up Single Sign On (SSO) 
functionality via Azure with Brivo. For information and support using Azure with Brivo outside the scope detailed in 

this guide, please contact Microsoft.
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Configuration
Brivo will need the following information to establish the Azure SSO connection: 

	 •	 Microsoft Azure AD domain name

	 •	 Application (client) ID (Step 1) - See page 2 of this guide

	 •	 Application secret (Step 2) - See page 3 of this guide

Configuring Azure for Single Sign On (SSO)

1. 	 Login to Microsoft Azure.

2.	 Register the new application for Brivo.

	 a.	 Select App Registrations from the left-hand navigation menu.

	 b.	 Select New Registration from the action menu at the top of the page.

	 c.	 Register a new application with the following configuration:

		  i.	 Name:	Brivo

		  ii.	 Supported account types: Accounts in any organization directory (Any Azure AD                    		
		  directory - Multitenant)

		  iii.	 Redirect URL: Web / https://login.brivo.com/login/callback

	 d.	 Copy the new application’s Application (client) ID and provide it to Brivo via the instructions on 	
		  page 5.
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3.	 Generate a new client secret for the Brivo application.

	 a.	 Select Certificates & secrets from the navigation menu.

	 b.	 Select New client secret and enter the desired settings.

	 c.	 Copy the security Value and provide it to Brivo via the instructions on page 5.
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4.	 Add Directory.Read.All and User.Read API permissions to the application to allow Brivo to access Azure user 		
	 data.

	 a.	 Select API permissions from the left-hand navigation menu.

	 b.	 Select Add a permission.

	 c.	 Select Microsoft Graph.

	 d.	 Select Delegated permissions.

	 e.	 Under the Directory category, select Read.All.

	 f.	 Under the User category, select Read.

5.	 Open a browser window and go to https://forms.gle/qCbShAPGmhHTzyreA (an online fillable form).
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6.	 Enter your Email Address, your Brivo account number, select Azure, select Local Auth enabled 			 
	 or disabled, and click Next.

Important Note: If Local Auth is disabled, all administrators MUST use the SSO integration to authenticate into 
their Brivo account. They will no longer be able to log in with their email address and password via the Brivo login 
screen. Additionally, administrators on this account will not be able to use Brivo Access app, as SSO is not yet 
available with our mobile application.

7.	 Enter the Application (client) ID from page 2 in the Application (client) ID field, and the Client Secret 		
	 from page 3 in the Client Secret field. Verify that the correct permissions are enabled by checking the 		
	 box Active Directory Graph - User Read. If you wish to have a copy of these responses sent to 			 
	 your email address, switch the Send me a copy of my responses toggle and then click Submit.
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8.	 All other steps concerning Azure SSO Configuration are handled by Brivo directly.
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